Settings for printing from application with limited user rights

Posterlet” 7

Security settings under Windows

If you do not obtain the necessary permissions, you may have problems during printing from
application. To print properly from applications some settings have to be performed. These settings can
only be done by the administrator of the respective computer.

Please make sure that you are logged as adminstrator (full access) on the computer that runs the
PosterJet 7 server before you start working on the security settings.

Important

This support document examines exclusively common settings of Microsoft Windows. It is highly
recommended that you are familar to the handling of permissions, restrictions and security
settings under Windows.

Security settings in the registry
Necessary effective permissions for the following registry key

My Computer\HKEY_LOCAL_MACHINE\SOFTWARE\EisTeld Datentechnik\Spooler

Query Value

Set Value

Create Subkey
Enumerate Subkeys
Notify

Delete

Read Control

The above-named permissions correspond to the Windows user group "Power Users".

Checking the security settings in the registry

Log in as administrator on the computer on which the PosterJet Server is installed. From the Windows
start menu choose the entry "Run...".
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Enter "regedit" and click the OK button.
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The registry editor appears.
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Select the entry "My ComputenHKEY_LOCAL_MACHINE\SOFTWARE\Eisfeld Datentechnik\Spooler".
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Select the entry "Permissions..." from the Edit menu.
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Displays the permissions For a key.

N A

The window "Permissions for Spooler" appears.
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Click on the "Advanced" button.

Double click on the desired user.
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Peimissions |.-'1‘«uditing| Owner | Effective Permissions |

To wiew mare information about Special permiszions, select a permizsion entry, and then click Edit.

Permizsion entries:

Permizzion Inherited Fram
Alow Everyone Ful Control MACHINESSOF.. This kep and subkeys
Alla STYSTEM Full Control MACHIMENSOF...  This key and subkeys
Add... Edit... Hemove

v Inhenit from parent the permizzion entries that apply to child objectz. [nclude these with entriez explicity
defined here.

[~ FReplace permizsion entries on all child abjects with entries shown here that apply to child objects

(1] I Cancel Apply

The window "Permission Entry for Spooler" appears.



Permission Enktry for Spooler 7 x|

Object |

Thiz permizzion iz inherted from the parent object.

M arme: |F'|:|werLlser3 [FROFILIERUMNG Pawer LChange... |
Apply onko: IThis key and subkeys j
Permizzions: &l Deny

Full Cantral W D =

Cuery Yalue W

Set Value |

Create Subkey W

Enumerate Subkeys O

Matify u

Create Link, | |

Delete W

wiite DAC O u

Werike Dhwiner W W |

Read Contral | j
r Applythese pemissans o objects and/ar [Elearn Al

coftaters within thig contaiter anlp

ak I Cancel

In this example the user "PROFILIERUNG" from the user group "Power Users" obtains the necessary
permissions.

If the desired user does not obtain the necessary permissions, you must assign these permissions to
the user.

Security settings for the Spool folder
Necessary effective permissions for the Spool folder

e Traverse Folder / Execute File

e List Folder / Read Data



e Read Attributes

e Read Extended Attributes

e Create File / Write Data

e Create Folders / Append Data
e Write Attributes

e Write Extended Attributes

e Delete

e Read Permissions

Checking the permissions for the Spool folder
Start the Windows Explorer.
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Navigate to the Spool folder and click on it with the right mouse button.
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Choose the entry "Sharing and Security...".

The window "Spool Properties" appears.
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o 'ou can share this folder with other ugers on your
network. To enable shanng for thiz folder, click Share thiz
folder.
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To configure zettings for offline acceszs, click Caching
Caching.

Windows Firewall iz configured to allow thiz folder to be shared
with other computers on the networl,

Wiew vour Windows Firewall settings
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Click on the tab "Security".



Spool Properties

Generall Sharing  Securty |WEI:| Sharingl Eustnmizel
Group or uzer names:

Adrriniztratarz [FROFILIERUMG A dmiriztrators)

€7 CREATOR OWNER

ﬁ Ewerpone

€7 ASPMNET Machine Account [PROFILIERUNGYASPNET)

€7 SvSTEM -
1| I B
Add... | Remove
Permizzions for Adminiztrators Al Drery
Full Contral —
kA odify

Read & Execute
List Falder Cantents

IEEEEERE

1000000

Head

Wit S

C o= | Dlmrmmnim mnimenme j
For zpecial permizgzions or for advanced settings, Adhozrmed |
chek Advanced, -

(] % I Cancel

Al

Click on the "Advanced" button.
The window "Advanced Security settings for Spool" appears.

Double click on the desired user.
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To wiew mare information about Special permiszions, select a permizsion entry, and then click Edit.

Permizsion entries:

Type I Mare I Permizzion I Inherited Fram I Apply Ta I
Alla ASP.MET Machine 4., Modify <ot inherited: Thiz folder, zubfolders. ..
Alla Evemone Fead & Execute <ot inherited: Thiz folder, zubfolders. ..
Alla W5 Developerz [PRO...  Special <ot inherited: Thiz folder only
Alla Administrators [PROFL..  Full Contral <ot inherited: Thiz folder, zubfolders...
Al SYSTEM Full Contral <hiot inherited: Thiz falder, subtolders. ..
Alla ASP.MET Machine 4. Full Contral <ot inherited: Thiz falder only
Alla zerz [FROFILIERU...  Read & Execute <ot inherited: Thiz folder, zubfolders...
Al i [FROFILIERU... 5 ; <ot inherited: Thiz folder and subfal...
Alla WS Developerz [PRO...  Special C:unetpubhia...  Subfolders and filez only
Al CREATOR OWw/MER Full Control C:AInetpubhi... Subfolders and files only
Add... Edit... Bemowve

v Inhenit from parent the permizzion entries that apply to child objectz. [nclude these with entriez explicity
defined here.

[~ FReplace permizsion entries on all child abjects with entries shown here that apply to child objects

(1] I Cancel Apply

The window "Permission entry for Spool" appears.
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In this example the user obtains the necessary permissions.

If the desired user does not obtain the necessary permissions, you must assign these permissions to
the user.

Permissions for the shared printers
Please make sure, that all printers that should be accessible in the network are properly shared.

Necessary effective permissions for the shared printer.

e Print

e Manage printers



manage Documents

Read Permissions

Change Permissions

Take Ownership

Check Permissions for the shared printers
Open the entry "Printers and Faxes" from the Control Panel.
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@) Get help with printing
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Open the properties of the shared printer via the context menu of the right mouse button.
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Security | Device Settings

Color M anagement |
| Parts I Advanced

eneral sharing

3 1 “ou zan share thiz printer with ather users on paur nebwork, Ta
enable zharing for thiz printer, click Share thiz prinker. Windows

Firewall iz already configured ta allaw the sharing of printers with
ather computers on the nebwark.

™ Do not share this printer

Share name: IEannnWBﬂi

W List in the directany

— Dirivers
I thiz printer iz ghared with uzerz running different verziong of

Wiindows, vou may want ta install additional drivers, go that the
uzerz do nat have to find the print driver when they connect to

the shared printer.

Additional Drivers. . |

k. Cancel | Ay

Click on the tab "Security".
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For special permizzions or for advanced settings,
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Apply

Click on the "Advanced" button.

The window "Advanced Security Settings for..." the shared printer appears.

Double click on the desired user.
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To wiew mare information about Special permiszions, select a permizsion entry, and then click Edit.

Permizsion entries:

&l Poe [FROFI...  Manage Frir <hot |
Alla Power Uzerz [FROFL..  Manage Documn..  <not inherited: Driocuments anly
Add... Edit... Bemowve

Type I Mare I Permizzion I Inherited Fram I Apply Ta I
Alla CREATOR OWw/MER tManage Docum...  <not inherited: Documentz only
Alla Evemone Frint <ot inherited: Thiz printer only
Alla Adminiztratorz [PROFL..  Manage Printers <ot inherited: Thiz printer only
Alla Administrators [PROFL..  Manage Documn..  <not inherited: Diocuments anly

(1] I Cancel

£pply

The window "Permission entry for..." the shared printer appears.
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In this example the user obtains the necessary permissions.

If the desired user does not obtain the necessary permissions, you must assign these permissions to
the user.
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